Device info

Server 2016 Essenticls

1P Address 192168.1.252 s I} windows
MALC Address 4RO 28.6%5Z2D0 05 Version
Device Name EcorecServer Marifactune: HPE
Type B Computer Model
I5in same subnet Serial
Last seen 2025-09-15 10427

Services
SERVICE SOFTWARE SW VERSION 05 0S5 VERSION
HTTR Microsoft IS 10.0 Winddws

Risks
SEVERITY DESCRIPTION

Meadium

Ports
PORT
2443

139

636
5%
7070
135
1433
3589
6000
5985

589

HOSTHAME

RESOLUTION

we found 3 hidden network folders without authentication on this asset. Enoble password protection on the hidden shared folders.

We found 11 public netwerk falders without authentlcation en this osset. Encbled password protection en the public shared folders.

Wwe iound an open port (RDP - 338%) on this asset.

STATE

Open
Qpen
Open
Open
Open
Open
Dpen
Open
Open
Open
Open
Open

Open

DESCRIPTION

http protocol ever TLS/SS1
MNETBIOS Session Service
Microsoft-DS

waorld wide Web HTTP

Idop protocol over TLS/SSL (wos sidap)
Domairs Namie Server

ARCP

OCE endpoint resolution
Microsoft-S0L-Server

M5 WBT Server

Microsoft Hyper-V Live Migration
WBEM WS-Management HT TP

Lightweight Directory Access Protocal

Either close this port-orsetup strict security on RDP



Device info

1P Address 1921681251 o5
MAC Addrese 548028695201 05 Version
Device Mame EcorecServer Manufackurer
Type B Computer Maode!
s in same subnet Serial
Last seen 2025-09-15 10427
Services
SERVICE SOFTWARE SW VERSION os
HTTP Microsoft 115 100 Windows
Risks
SEVERITY DESCRIPTION

W windows
Server 2016 Essentials

HPE

05 VERSION HOSTNAME

RESOLUTION

We found 3 hidden network folders without outhentication on this asset. Encble posswaord protection on the hidden shared foldars.

we found 11 public network folders without authentication on this asset. Enchled possword protectian on the public shored folders.

Medium We found on open port (RDP - 3389) on this asset.

Ports
PORT STATE
243 Dpen
139 Open
445 Open
80 OpeEn
636 Open
53 Open
7070 Cpen
135 Open
1433 Open
3389 Open
6500 Open
5985 Open

389 Cpen

DESCRIPTION

http protocol over TLS/SSL
HNETBIOS Sessian Service
Micrasoft-DS

world Wide Web HTTP

ldap protocol over TLS/SSL (was sidap)
Domain Mame Server

ARCP

DCE endpoint resolution
Microsaft-SOL-Server

MSWBT Server

Microsoft Hypers-V Live Migration
WBEM WS-Management HTTP

Lightwelght Directory Access Protocol

Either'close this port or setup strict security on RDP



Device info

IP Address 1921681.250 as IR windows
MAC Address D0A550:01:FB:01 05 Version Server 2012 B2
Device Name EXCHANGE Manufacturer Microsoft
Type B Virtual Machine Madel Virtwal Machine
ls in same subnet u Serial
Last sean 2025-05-15 1027
Services
SERVICE SOFTWARE Sw VERSIOM 0os OS VERSION HOSTHAME
HTTP Microsaft IS B85
Risks
SEVERITY DESCRIPTION RESCLUTION
m We found 1 public network folders without cuthentication on this osset. Enobled password protection on the public shored folders:
we found on open port (RDP - 338%) on this asset. Either tlose this-part or setup strict security on RDP
m The operating system of this asset hos surpossed its end-of-support date. Upgrade the operoting sustem of this gsset or replace the osset

Ports
FORT STATE DESCRIPTION
443 Open http protocal over TLS/SSL
135 Open DCE endpoint resoloticn
136 Open MNETBIOS Session Service
5060 Open SIF
445 Open Microsoft-05
25 Open Simple Mall Transfer
BO Open ‘World Wide \web HTTP
3389 Cpen MS'WRBT Server
5985 Open WBEM WS-Manogement HTTP

1801 Open Microsoft Message Que



Device info

P Address 1921681175 05 IR Windows
MAC Address CO25:A5B0O.B4:5B 05 Version 1
Device Name NUCYOECOREC Manufacturer Dell
Type B Computer Modzi
Is in same subnet Serial
Last seen 2025-09-15 1042
Risks
SEVERITY DESCRIPTION RESOLUTION

m We found 1 public-network folders without authentication on this asset, Enabled passward protection on the public shared folders

Medium We found an open port (RDP - 3389) on this osset. Either close this port or setup strict security on ADP

Ports
PORT STATE DESCRIPTION
135 Open DCE endpoint resalution
139 Open METBIOS Session Service
S06E0 Cpen SIP
445 Cpen Microsoft-DS

3389 Open M5 WEBT Server



Device info

P Address 1921681173 os IR Windows
Device Name VINCENZO-PC Manufacturer Deil
Type B Computer Model
ls in same subnet u Serial
Last seen 2025-09-15 1042
Risks
SEVERITY DESCRIPTION RESOLUTION
The operoting sustem of this asset has surpossed its end-of-support dote. Upgrade the operating systermn of this asset or replace the asset.
Ports
PORT STATE DESCRIPTION
135 Open BCE endpoint resolution
139 Dpen NETBIOS Session 5ervice

445 Open Microsoft-DS



Device info

IP Address 1921681101 os I windows
MAL Address FO:BEER64FCE 05 Version 1
Device Nam= ANTOMELLAPC ¥ gl e Deall
Tyoe B Computer Model
s in same subnat u Serial
Last seen 2025-09-15 10142
Risks
SEVERITY DESCRIPTION RESOLUTION

We found 1 public network folders without authentication on this asset. Encbled possword pratection on the public shared folders:

Ports
PORT STATE DESCRIPTION
21 Open File Transfer Protocol [Control]
135 Open DCE endpeint resalutlon
139 Open METBIOS Session Service

] Qpen Microsoft-DS



Device info

12 Address 1921681120 o5 QNAP QTS

MAC Acldrass 245EBESO9EAD 0% Visresion

Device Mame ECORECNAS Manufacturar ONAP Systems

Type B nas Model T5-231F

15 in same subnet Serial Q194803526

Last seen 2025-09-15 10423
Services

SERVICE SOFTWARE SwW VERSION o5 05 VERSION HOSTNAME

HTTP Apache

HTTR
Risks

SEVERITY DESCRIPTION RESOLUTION

Higt We found 1 public network folders without outhentication on this osset: Enabled pessword protection on the public shared folders.
m The mode| of this gsset hos surpossed its end-of-support dote: Reploce the asset.

Ports

PORT STATE DESCRIPTION

443 Open hitp protocol over TLS/SSL

139 DOpen MNETBIOS Session Service

445 Open Microsoft-05

22 Open The Secure Shell (S5H) Protocal

&80 Cpen world wide Web HTTP

BOED Open HTTR Alterncte (see port BO)



Device info

D' Adiress 1923681117 as IR windows
MAC Address COZ25A5BOBLST 05 Vermian n
Device Name DANIELEWID Manufacturer Deell
Type W Computer Mode!
Iz in same subnet a Senal
Last s=en 2025-09-15 10425
Risks
SEVERITY DESCRIPTION RESOLUTION

We found 1 public network folders without outhentication on this asset, Enabled possword protection on the public shared folders.

Ports
PORT STATE DESCRIPTION
135 Open OCE endpoint resolution
139 Qpen METBIOS Session Service
445 Open Microsoft-D5

J070 Open ARCP



Device info

1P Address 192368114 05 Ml windows
MAC Address ICEATF3EIBRF 05 Varsion n
Device Name MIRKO Manufacturer Crell
Type W Computer Model
Is in same subnet (v ] Serial
Last s=an 2025-09-15 102
Risks
SEVERITY DESCRIPTION RESOLUTION
High Wwe found 1 public network folders without outhentication on this osset. Enobled possword protection en the public shared folders:
we tound an open port (RDP - 3389) on this asset. Either close this port or setup strict security on RDE,
Ports
PORT STATE DESCRIPTION
135 Cpen DCE endpoint resalution
1539 Dpen NETBIOS Session Service
a445 Cipen Microzoft-05
FO70 Qpen ARCF

3389 Open M5 WBT Server



Device info

17 Address 1921681113 o5 IR Windows

MAC Address CO25A5CATEFS O3 Version 10

Device Name STEFANONEW Manufacturer Dell

Type B Computer Madel

15 in same subnet ﬁ Serial

Last seen 2025-09-1510:1419
Risks

SEVERITY DESCRIPTION RESOLUTION

High ‘We found 1 public network folders without authentication on this asset. Enabled password protection on the public shared folders.
m The operating system of this asset hos surpassed its end-of-support date. Upgrade the operating system of this osset or replace the asset

Ports

PORT STATE DESCRIFTION

135 Cpen DCE endpoint resolution

139 Dpen METBICS Session Service

445 Open Microsaft-0S

7070 Open ARCP



Device info

[P Addrass 192168112 s I windows

MAC Addrecs 208630910630 05 Version 1

Device Name ECO-Desk-01 Manafacturer Diall

Type B Computer Maodel

Is in same subnet a Serial

Last caan 2025-09-15 10121
Risks

SEVERITY DESCRIPTION RESOLUTION

High We found 3 public network folders without cuthentication on this asset. Enobled possword protection onthe publie shared folders,

Ports

PORT STATE DESCRIPTION

155 Open DCE endpoint resalution

139 Open METBIOS Sessian Service

5060 Open 5P

445 Open Microsoft-05



Device info

B Adkress 1921681107 os M windows
MAC Address 6C3CRC24:5F 32 O Version #l Pro
Device Name DESKTOP-DJROTUD Marufactirer Cell
Type = Server Madzl Vostro 3910
Is in same subnet ﬂ Serial
Last seen 2025-09-15 1021
Risks
SEVERITY DESCRIPTION RESCOLUTION

‘whe found 1 public network folders without outhenticotion on this osset. Encbled possweord protection on the public shared folders.

Ports
FORT STATE DESCRIPTION
139 Open METBIOS Session Service
445 Open Microsaft-05
7070 Open ARCP

135 Open DCE endpoint resclution



Device info

P Addracs 1921681106 Qs IR windows

MAC Aderase CO2Z5ASAFG35S 05 Version il

Device hame SEREMAMNEW Manufacturer Dell

Type B Computer Model

Is in same subnet Serial

Last seen 2025-0915 10821
Risks

SEVERITY DESCRIPTION RESOLUTION

We found 3 public network folders without cuthentication an this asset. Enobled password protection on the public shared folders:

Ports

FORT STATE DESCRIPTION

i Cpen File Transfer Protocol [Controf]

135 Open DCE endpoint resolution

129 Cpen NETBIOS Session Service

445 Cipen Microsoft-0DS



Device info

1P Address 1921681101 s IR windows
MAC Address HCACRCO5:9156 05 Werzisn 11.Pro
Device Mame NEWMICHE Manufacturer Dl
Type = Server Madsl Vostre 3910
Is i same subnet B Serial
Last saap 2025-09-15 104:21
Risks
SEVERITY DESCRIPTION RESOLUTION

We found 1 public network folders without outhenticotion on this asset, Enabled possword protection on the public shared folders.

We found an open port (RDF - 338%) on this osset. Either close this port or setup strict security on RDP
Ports
PORT STATE DESCRIPTION
139 Cpen METBIOS Session Service
5060 Cpen S|P
445 Open Microsoft-05
135 Cpen DCE endpoint resolution

3389 Open MS WBT Server



Device info

B Address 1921681100 as Il windows
MAC Address COZ5ARTAZSED 05 Version 10
Disice Parie ANTONIONEW Manufacturer Dall
Typz B Computer Madel
ls in came subnet Serial
Last seen 2025-0915 10049
Risks
SEVERITY DESCRIPTIOM RESOLUTION

We found 2 public network folders without cuthenticotion on this osset Enabled possword protection on the public shored folders

We tound an ocpen port (RDP - 3389) on this osset. Elther close this part or setup strict security on BOP.
m The operoting system of this asset has surpossed its end-of-support date. Upgrade the operating systerm of this asset or reploce the osset.
Ports
PORT STATE DESCRIPTION
135 Open DCE endpoint resolution
139 Open METBICS Session Service
445 Open Microsoft-0S
7070 Open ARCP

3589 Open MSWBT Server



Device info

0 Arkdiress 1321681.2 05 - Windows
MAL Address BO:7B25:CE4ECE 05 Version Sarver 2019
Device Mame server2 Manufacturer Dell
Type = Server Model IDRALC
Is in same subnet Serial
Last seen 2025-09-15 100421
Services
SERVICE SOFTWARE 5w VERSION o5 05 VERSION HOSTHAME
HTTP Microsoft 1S 10.0 Windows
Risks
SEVERITY DESCRIFTION RESOLUTION

m Wwe found 3 hidden network folders withowt outhentication on this asset, Encble password protection on the hidden shared folders:
m We founid 1 public network folders without outhenticotion on this gsset.  Encbled possword protection on the public shared folders.

Medium We found an open port (RDP - 3389) on this osset Either close this port or setup strict security on ADP.

Ports
PORT STATE DESCRIPTION
135 Cpen BCE endpomt resclution
139 Open MNETBIGS Session Service
445 Open Microsaoft-DS
&0 Open World Wide Web HTTP
3389 Open MS WET Servef

5985 Open WBEM Ws-Manogement HT TP



